Abstract-In the present digital scenario secure communication is the prime requirement. Commonly, cryptography used for the said purpose. Another method related to cryptography is used for the above objective is Steganography. Steganography is the art of hiding information in some medium. Here we are using image as a means for covering information. Spatial domain image Steganography has been used for the work because of its compatibility to images. Objective of the paper is to increase the capacity of hidden data in a way that security could be maintained. In the current work MSB of the randomly selected pixel have been used as indicator. Result analysis has been performed on the basis of different parameters like PSNR, MSE and capacity.
INTRODUCTION
Steganography can be used to hide or cover the existence of communication of encrypted data. A major drawback to encryption is that the existence of data is not hidden. Data that has been encrypted, although unreadable, still exists as data. A solution to this problem is Steganography [1] . The purpose of both Steganography and Cryptography is to provide secret communication. Cryptography hides the contents of a secret message from an attacker, whereas Steganography even conceals the existence of the message. In cryptography, the system is broken when the attacker can read the secret message [2] . Breaking a steganographic system has two stages: first the attacker can detect that Steganography has been used second he is able to read the embedded message.
In section II requirement and importance of steganography has been described. Section III explains about different techniques of image steganography. Section IV shows LSB technique. Section V describes about different LSB based methods. Section VI defines the objective of proposed work. Section VII explains different parameters for result analysis. Section VIII shows the comparative result analysis. Section IX describes conclusion and future work of the paper.
II. REQURIMENTS FOR STEGANOGRAPHIC SYSTEM
 Imperceptibility: The stego image and original image should be perceptually identical.
 Undetectable embedded data.
 Security
 Maximizing Capacity of embedded data.
 Robustness: The embedded data should survive against various attacks.
Applications and Importance of a Steganographic system that it is used as Security reinforcement layer to cryptography [1] . It is used in digital watermarks, fingerprinting, defense, business, and education field. Image Steganography is about exploiting the limited powers of the human visual system (HVS) [2] . Within reason, any plain text, cipher text, other images, or anything that can be embedded in a bit stream can be hidden in an image. Image Steganography has come quite far in recent years with the development of fast, powerful graphical computers.
III. TECHNIQUES FOR IMAGE STEGANOGRAPHY

A. Spatial Domain based Steganography
It includes LSB (Least Significant Bit) Steganography. The spatial methods are most frequently employed because of fine concealment, great capability of hidden information and easy realization. LSB Steganography includes two schemes: Sequential Embedding and Scattered Embedding. [4] 
B. Transform Domain based Steganography
The method of transform domain Steganography is to embed secret data in the transform coefficients.
C. Document based Steganography
This method embeds data in documents files by adding tabs or spaces to .txt or .doc files.
D. File Structure based Steganography
This method inserts secrets data in the redundant bits of cover files, such as the reserved bits in the file header or the marker segments in the file format.
IV. SPATIAL DOMAIN EMBEDDING
In the LSB technique, the LSB of the pixels is replaced by the message to be sent, this has the effect of distributing bits evenly, thus on average only half of the LSB's will be modified [4, 5] . www.ijacsa.thesai.org Least Significant Bit Method Consider a 24-bit picture Data to be inserted: character 'A': (10000011) 3 pixels will be used to store one character of 8-bits   Example:   00100111  11101001  11001000  00100111  11001000  11101001  11001000  00100111  11101001  Embedding 'A'  00100111  11101000  11001000  00100110  11001000  11101000  11001001 00100111 11101001
V. LSB BASED STEGANOGRAPHY METHODS
A. Stego One Bit
This method changes only single LSB of the pixel. Changing the LSB will only change the integer value of the byte by one. This small change is not noticeable. This is the first method to be tested and will involve encoding some of the basic processes required for later Steganographic methods to be tested also. This should have very less effect on the appearance of the image [2] .
B. Stego Two Bit
Using this method two LSBs of one of the colours in the RGB value of the pixels will be used to store message bits in the image. [2] The advantage of this method is that twice as much information can be stored here than in the previous method.
C. Stego Three Bit
Using this method three LSBs of one of the colours in the RGB value of the pixels will be used to store message bits.The data hiding capacity is three times the storage capacity of Stego One Bit but the image will be even more distorted.
D. Stego Four Bit
Using this method four LSBs of one of the colours in the RGB value of the pixels will be used to store message bits.The data hiding capacity is 4 times the storage capacity of stego 1 bit, but the image will be more distorted.
A. Stego Colours Cycle
In order to make the detection of the hidden data more difficult it was decided to cycle through the colours values in each of the pixels in which to store the data [2, 7] . This also means that the same colours were not constantly being changed. For example the first data bit could be stored in the LSB of the blue value of the pixel, the second data bit in the red value and the third data bit in the green value.SCC technique is an enhancement. This technique is more secure than the LSB. But still it is suffers detecting the cycling pattern that will reveal the secret data. Also it has less capacity than LSB.
E. Pixel Indicator High Capacity Technique
It uses the least two significant bits of one of the channels to indicate existence of data in the other two channels [5] . Table 1 shows meaning of indicator values for pixel indicator technique.
F. Triple-A: Based on Randomization
This algorithm can be divided into two major parts: Encryption and Hiding [7] .
1) Encryption:
Part one is related to encrypting the message (M) using AES algorithm, which will produce Enc (M, K). In implementation the key K can be generated from a set of user password.
2) Hiding: The RGB Image is used as a cover media. Enc (M, K) is hidden according to triple-A algorithm, which needs to have a pseudorandom number generator (PRNG). The assumption for PRNG is to give two new random numbers in every iteration. The seeds of these PRNGs namely Seed1 (S1) and Seed2 (S2) are formed as a function of the Key (K). S1 is restricted to generate numbers in [0, 6] . S1 random number is used to determine the component of the RGB image, which is going to be used in hiding the encrypted data Enc (M, K). Table 2 shows how (S1) random number selects the RGB components. S2 is restricted to the interval [1, 3] . S2 random number determines the number of the component(s) least significant bits that is used to hide the secret data. Table  3 shows how (S2) random number determines the number of component bits. By combining data from the previous tables, we can see that the minimum number of bits used in each pixel is 1. If we use only one bit of one chosen components of the RGB image. The maximum is 9 bits if we used all the three components with three bits.
Capacity factor = number bits used inside a pixel to hide part of the secret message/ the number of bits in the pixels itself Capacity factor can be in the range from 1/24 to 9/24.
VI. OBJECTIVE OF THE STUDY
Objective of the work is to increase the capacity of hidden data in the way that image should be less distorted and unauthorized person cannot detect that Steganography is going on. Randomization has been used to select the pixel to overcome the sequential pattern. It is proposed to use MSB (Most Significant Bit) of the pixel as indicator for data hiding. Message is hiding in all three channels according to the indicator bits in MSB.
In Proposed Method there are two phases.
A. First Phase
The indicator channel has been decided by the user, suppose red is an indicator channel and three MSB of red channel are 101, and then MSB of indicator channel will decide that which channel is used for data hiding. (101 used for RGB respectively).
For example:
Here 1 indicates to hide the data and 0 indicate for not hiding the data. In above case, channel R and B will use for hiding data and channel G will not use for hiding data.
B. Second Phase
In first phase we have decided the channels for data hiding, now in second phase we will decide the no. of bits to be hidden. Three MSB of selected channel (R/G/B) will decide that how many bits of message will be hidden in that particular channel. Table 4 shows the method of second phase.
To optimize the proposed algorithm it has been checked on different parameters.
VII. PARAMETERS FOR RESULT ANALYSIS
A. Capacity
This is the term refers to the amount of data that can be hidden in the medium. It is defined as the maximum size that can be hidden in the medium. It is defined as the maximum size that can be embedded subject to certain constraints [10] .
Capacity factor = number bits used inside a pixel to hide part of the secret message/ the number of bits in the pixels itself
B. MSE
Mean squared error is the average squared difference between a reference image and a distorted image [10] .
(1)
C. PSNR
Peak signal to noise ratio is the ratio between the reference signal and the distorted signal in an image [9, 10] .
(2)
D. Histogram Analysis
Histogram analysis has been performed on original image and stego image to differentiate between both images. For more accurate analysis it is proposed to perform Histogram analysis on each channel separately. Table 5 shows the comparison of proposed algorithm with existing 7 algorithms. 1 bit and 2 bits are better in MSE and PSNR then proposed algorithm but capacity of proposed algorithm is better than all existing algorithms. 5KB of data has been taken for hiding in 512*512 size image. All Steganographic algorithms have been performed on same data and on same image size. It is observed that proposed algorithm is using less amount of image for hiding the same data. For hiding 5 KB data the algorithm takes only 2.50 % pixels of whole image and 1bit method takes 15.04 % pixels of the image. If requirement for Steganographic algorithm is high capacity and good MSE and PSNR then proposed algorithm could be used for this purpose.
VIII. RESULT ANALYSIS
IX. CONCLUSION AND FUTURE WORK
Steganography has its own place in the field of security. Steganography used in an open-systems environment such as the Internet and Far-fetched applications, privacy protection, authentication, data integrity, intellectual property rights protection.
Proposed method is achieving highest capacity among all existing methods without any distortion in image. When proposed method has been performed on different images, it has given constant result but other existing methods gave different results on different images. Proposed method is secure and undetectable because of randomness.
In future, techniques to improve security for data hiding by using randomization will be used to extend this work. 159 | P a g e www.ijacsa.thesai.org 
